[image: A picture containing text

Description automatically generated]


Firm-wide risk assessment template
Regulation 18 of the Money Laundering Regulations (MLR) require all firms, including sole practitioners, providing accountancy and/or bookkeeping services to assess the money laundering and terrorist financing risks they face. It also helps them to focus their efforts and resources on the areas of greatest risk (a risk-based approach). 
The following documents will assist you in undertaking your firm’s wide risk assessment:
· AASG risk outlook: Money laundering, terrorist financing and proliferation financing risk in the accountancy sector. This document identifies the circumstances where there might be a high risk of money laundering or terrorist financing in the accountancy sector and sets out the key risks and red-flag indicators to look out for based on emerging threats and trends.

· National Risk Assessment of Money Laundering and Terrorist Financing 2025. This document intends to equip firms with up-to-date assessment of the current and emerging risks so that they can identify, assess, understand and mitigate risks to which their firm may be exposed to.

· Anti-Money Laundering and Counter-Terrorist Financing Guidance for the Accountancy Sector (AMLGAS) for further guidance on AML requirements.

This template is for general guidance only and must be tailored to suit the needs of your practice. It is not intended to supply legal, regulatory, or professional advice. Compliance with the MLR in force is the legal duty of the licensed member and supervision by AAT does not transfer any part of those responsibilities to AAT.

Further AML guidance and support are available on our AML webpage and within AMLGAS. Members are also encouraged to keep up to date with AML-related articles on AAT Comment and AAT Knowledge Hub, and to access AML CPD Bitesize and webinars through AAT’s Lifelong Learning portal, under ‘Featured CPD’ and ‘Webinar CPD’. For further AML/CTF support, members can contact us by phone on +44 (0)20 7367 1347 or by email at aml@aat.org.uk



Please remove this cover page and apply your own branding to the document before use.
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	1. Firm details

	Name of the firm
	

	Firm address
	

	MLRO/Deputy MLRO name
	



	From AAT - every accountancy or bookkeeping firm, including sole practitioners, has inherent risks. It is therefore important to identify and assess these risks clearly. In the sections below, set out the specific risks that apply to your firm. This document must be tailored to reflect the size and nature of your firm.
The risk indicators included in this template are not exhaustive. If you identify any additional risks, add and assess them as part of your firm-wide risk assessment.
In the Safeguards/Mitigation column, explain how your firm manages each identified risk and the measures in place to reduce it. Where appropriate, provide examples such as Enhanced Due Diligence (EDD), enhanced monitoring or additional approval processes.



	2. 

Client risk indicators

	Risk indicator 
	Response
 Yes/No
	What is the level of risk for each risk indicator? High, medium, or low.
	What safeguards/ mitigation do you have in place?

	Do you have uncooperative or overly secretive clients, or the business relationship is conducted in unusual circumstances?
	
	
	

	Do you act for clients who have been convicted of criminal activity or have known links to organisations or individuals with criminal or terrorist activities? 
	
	
	

	Do you have clients where the firm has been unable to determine the ultimate beneficial owner or where there are nominee shareholders or shares in bearer form?
From AAT - Learn more Verifying beneficial owners
	
	
	

	Do your clients or its beneficial owners have attributes known to be frequently used by money launderers or terrorist financiers?
E.g. is the structure unusual or excessively complex?
	
	
	

	Do you act for clients who operate cash intensive businesses or money service businesses (MSB)? 
From AAT – some examples of cash intensive business include barber shops, nail bars, beauty parlours, newsagents, restaurants, takeaways, car washes as well as high value dealers and cash-based gambling.
	
	
	

	Do you have clients that transact in cryptocurrencies or other crypto assets i.e. transactions are performed in crypto assets or the client holds crypto assets?
	
	
	

	Do you engage with clients that operate as Charities?
From AAT – learn more Compliance Toolkit: Protecting Charities from Harm
	
	
	

	Do you act for high net worth/wealthy individuals?
From AAT - High net worth individuals - whilst there is no legal or regulatory definition, HMRC guidance defines high net worth individuals as individuals who have a net worth of £10m or more.
Wealthy individuals - those earning more than £200,000 a year, or with assets over £2 million, in any of the last three years.
	
	
	

	Are any of your clients or the beneficial owners of your clients Politically Exposed Person (PEP), or a family member or a known close associate of a PEP?
From AAT – learn more The treatment of PEPs for AML purposes
	
	
	

	Do you have any clients who act as legal person or legal arrangement that is a vehicle for holding personal assets?
	
	
	

	Do you act for demanding clients with onerous and pressurised requirements?
	
	
	




	3. Products and services risk indicators

	Risk indicator 
	Response

Yes/No
	What is the level of risk for each risk indicator? High, medium, or low.
	What safeguards/ mitigation do you have in place?

	Do you provide payroll services for clients? 
From AAT – The NRA 2025 identifies payroll as one of the highest-risk services provided by accountancy service providers. Payroll services should therefore be treated as inherently high risk. Explain whether the risk remains high after considering your firm’s circumstances and how it is managed, including any controls, safeguards or mitigating measures in place to reduce the risk.
	
	
	

	Will you be providing Trust or company services (TCSPs) for the client? 
From AAT – TCSP definition is available here
The NRA 2025 identifies TCSPs as one of the highest-risk services provided by accountancy service providers. TCSP services should therefore be treated as inherently high risk. Explain whether the risk remains high after considering your firm’s circumstances and how it is managed, including any controls, safeguards or mitigating measures in place to reduce the risk.
The risk is higher when TCSP services are provided as a standalone service, rather than as part of a broader professional relationship with the client.
	
	
	

	Do you provide TCSPs services, without providing any other services to the client?
	
	
	

	Do you provide advice or referrals for advice in the areas of tax avoidance schemes? 
	
	
	

	
Do you provide accounting or taxation services where there are concerns about the underlying books and records (falsification or substandard bookkeeping)? 
	
	
	

	Do you provide services to clients where the customer is the beneficiary of a life insurance policy (note: that the business has provided)?  
	
	
	

	Do you provide any services/transactions favouring anonymity of client/beneficial owners?
From AAT - Learn more Verifying beneficial owners
	
	
	




	4. Transactions risks 

	Risk indicator
	Response

Yes/No
	What is the level of risk for each risk indicator? High, medium, or low.
	What safeguards/ mitigation do you have in place?

	Do you hold clients’ money clients?
If yes, as a minimum:
· Client money must be kept completely separate from the firm's own business or office funds.
· Firms must open and maintain a specific, designated client bank account.
· A formal trust letter must be secured and retained from the holding bank acknowledging that the funds belong to clients, not the firm.
From AAT – learn more Clients’ money 
	
	
	



	5. Countries or geographic areas risk indicators

	Risk indicator 
	Response

Yes/No
	What is the level of risk for each risk indicator? High, medium, or low.
	What safeguards/ mitigation do you have in place?

	Do you provide services to clients largely based in the United Kingdom? 
	
	
	

	Do you have any clients who are not based locally and have no local connection to your area?
	
	
	

	Do you provide services to clients based outside the United Kingdom? 
	
	
	

	Are your clients, or any individual or organisation connected to the client’s business, based in a country on the Financial Action Task Force (FATF) list of countries not having effective ML regimes?
From AAT - This includes situations where:
· a client is established in one of these jurisdictions;
· funds originate from one of these jurisdictions;
· a beneficial owner is based there; or
· a transaction is otherwise linked to one of these jurisdictions.
Only countries subject to a Financial Action Task Force (FATF) “Call for Action” are considered as high‑risk third countries under MLRs requiring EDD.
Countries under FATF increased monitoring are still a risk factor under the MLRs, so apply your normal risk-based approach.
	
	
	

	Do you provide services to clients based in countries which have significant levels of corruption or other criminal activity? 
From AAT: Country reports
	
	
	

	Do you provide services to clients on the UK’s sanctions list or subject to embargo (a ban on trade or other commercial activity) or similar measures?
	
	
	

	Are any individuals or organisations connected to your clients on the UK’s sanctions list or subject to embargo (a ban on trade or other commercial activity) or similar measures?
	
	
	

	Do you have procedures in place for reporting any knowledge or suspicion of financial sanctions breaches to the Office of Financial Sanctions Implementation (OFSI)?
From AAT – if yes, firms must report to the Office of Financial Sanctions Implementation (OFSI) as soon as practicable if they know or suspect, or have reasonable grounds to know or suspect, that a person is a designated person or has breached financial sanctions.
Reports must be submitted through OFSI’s online reporting portal.
	
	
	

	Do you have clients who are receiving funding from any countries of concern? 
From AAT: Country reports
	
	
	

	Do you have clients from a third country applying for residence/citizenship of an EEA state in exchange for transfers of capital, purchase of a property, government bonds or investment in corporate entities in the state?
	
	
	





	6. Delivery channels risk indicators

	Risk indicator 
	Response

Yes/No
	What is the level of risk for each risk indicator? High, medium, or low.
	What safeguards/ mitigation do you have in place?

	Do you have clients you have not met face to face?
From AAT - If yes, please detail in the safeguarding column what steps you take to ensure you have carried out appropriate due diligence on the client.  
	
	
	

	Does your firm operate largely remotely, with most client interactions taking place online?
	
	
	

	
Does the firm trade from premises outside the UK, or outsources services to service providers outside the UK? 
	
	
	

	Do you provide any services managed through intermediaries rather than to clients directly? 
	
	
	




	7. Proliferation financing risks

	

	Risk indicator 
	Response

Yes/No
	What is the level of risk for each risk indicator? High, medium, or low.
	What safeguards/ mitigation do you have in place?

	Could the services you provide be used in the manufacture, acquisition, development, export, trans-shipment, brokering, transport, transfer, stockpiling of, or otherwise in connection with the possession or use of, chemical, biological, radiological or nuclear weapons?
From AAT - learn more: AASG risk outlook, Guidance on Proliferation Financing Risk Assessment and Mitigation and National risk assessment of proliferation financing.
	
	
	

	Do you have clients who are operating in, or linked to, jurisdictions that are subject to targeted financial sanctions adopted by resolution of the United Nations Security Council (i.e. Democratic People’s Republic of Korea (DPRK) and Iran)?
	
	
	

	Do you have clients who are dealing with dual-use goods or goods subject to export control goods or complex equipment?
From AAT – learn more Export controls: dual-use items, software and technology, goods for torture and radioactive sources. 
	
	
	

	Do you have clients who engage in complex trade deals involving numerous third-party intermediaries in lines of business that do not accord with their stated business profile?
	
	
	

	Do you have commercial business clients that conduct transactions that suggest that they are acting as a money-remittance business or a pay-through account?
	
	
	

	Do you have clients who make transactions to pay for goods and services that originate from a different jurisdiction to the one in which the goods and services are bound (which increases risk of sanctions evasion)?
	
	
	



	8. 
Overall risk assessment – money laundering and terrorist financing
From AAT - have you identified any additional AML/CTF risks that are specific to your firm? If yes, ensure these are included in your firm-wide risk assessment. 
Taking all relevant factors into account, what is the overall money laundering and terrorist financing risk level for your firm? Please select High, Medium or Low and explain the reasons for your assessment.



	9. Overall risk assessment – proliferation financing
From AAT - have you identified any additional proliferation financing risks that are specific to your firm? If yes, ensure these are included in your firm-wide risk assessment. 
Taking all relevant factors into account, what is the overall proliferation financing risk level for your firm? Please select High, Medium or Low and explain the reasons for your assessment.



	10. 
Compliance monitoring

	From AAT – as a result of your review, did you identify any regulatory issues or areas for improvement? If yes, develop an action plan setting out the steps you will take to address them. The template below is provided as an example and should be tailored to your firm's specific circumstances.
	Compliance issue/improvement identified  

	What needs to be done and by when
	Responsible person 

	Completed on

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


11. 



	Firm wide risk assessment sign-off
	

	Completed by
Name and role of person completing the assessment
	

	Reviewed by and approved by MLRO
If different from the person completing the assessment
	

	Review date
	

	Date of next review
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