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Cyber Security Checklist
Publication Date: 12 March 2019
Disclaimer

The AAT cannot provide any assurance that this checklist will be suitable for your particular needs and neither the AAT nor any AAT employee will be liable on any basis for any consequences arising from your use of this checklist.

This checklist has been drafted as a reference to some aspects of cyber security. Whilst all reasonable efforts have been made to ensure that this checklist accurately reflects current best practice as at the date of publication, the AAT accepts no liability for loss caused to any person as a result of following this checklist.

If you are unsure of the meaning of the terms or procedures described in this checklist then we would recommend that you seek specialist advice from a computer or IT professional.
Cyber Security Checklist
Scope

This checklist is an introduction to the issues of Cyber security and may be useful to:

· licensed members in practice 

· members in businesses.
Most computer systems are relatively “open” because their operating system and their links to the Internet are relatively “open” systems.  By “open” we mean that software developers can write programs:

· that can control your computer and its peripherals

· that can modify the operating system

· that work with the Internet. 

An “open” system is also open to abuse from fraudsters who are seeking to benefit financially.
The purpose of this checklist is to alert you to potential security issues so that you can protect your practice/business from viruses, computer theft, disasters and data loss.
An extract from HMRC’s website that underlines the importance of online security:

“Unauthorised use of your online credentials can lead to financial losses for tax agents, their clients, HMRC, as well as affecting the client/agent relationship. There is also the potential to undermine your clients' confidence in the ability to communicate or transact business with HMRC or their agent by email or online.” 

	Passwords


	In computing, a password is a secret word or a string of characters that is used to prove identity in order to gain access to a computer system or computer resource.


	(
	Do you require passwords for access:

· to all computers
· to the computer network
· to different software applications, especially those applications that access client data?


	(

	(
	Do you require that passwords not be written down?
The requirement to keep more passwords may mean you need to keep a list of passwords, in which case it is advisable to keep this list in say a Word document that can be password protected and encrypted. Then you would only need to remember the password of the Word document.

	(

	(
	Do you instruct staff to choose "strong" passwords that would be difficult for a fraudster to guess?

	(

	(
	Do staff members change passwords at regular intervals?

	(

	(
	Does your computer network prevent users from choosing passwords that have been used only a short while ago?

	(

	(
	Do you give staff individual usernames and can they change their passwords?


	(

	(
	Do your staff have the appropriate level of user access to:

· clients files

· accounting ledgers/modules (e.g. purchase, sales, nominal, payroll)

· be able to produce financial reports
· applications based on their current responsibilities?


	(


	Anti-virus software



	Anti-virus software is used to prevent, detect, and remove malware, including computer viruses, worms, and trojans. These programs may also prevent and remove adware, spyware, and other forms of malware.

Anti-virus software is an important tool in security protection as viruses can reach your computer through USB keys, floppy disks, CD-ROMs, emails, Internet web sites, and files downloaded from the Internet.


	(
	Is anti-virus software installed on all your computers?


	(

	(
	Has the anti-virus software been configured to check all mediums (USB memory sticks, flash drives, removable disk drives (CD, DVD, blu-ray), hard drives, emails, web sites, files downloaded from the Internet) for viruses?


	(

	(
	Does your anti-virus software have anti-spyware features?

Spyware is software that transmits personal information to a third party without the user's knowledge or consent.

	(

	(
	Is a procedure for automatically updating the anti-virus software in place?


	(

	(
	If your computers become infected with a computer virus, do you and your staff know what to do?


	(

	(
	Do you remind your staff to open only email attachments they expect?


	(


	Firewall


	A firewall is a part of a computer system or network that is designed to block unauthorised access while permitting authorised communications. It is a hardware or software device or set of devices which is configured to permit or deny computer applications accessing your network based upon a set of rules and other criteria.


	(
	Do all of your computers have firewall software installed?

	(

	(
	Has the firewall software been configured to protect the required information on your computers?

	(

	(
	Does your network have a hardware firewall installed?

	(

	(
	Do you have firewalls installed at every point where your computer system is connected to other networks, including the Internet?

	(


	Software Security Patches and Updates


	Hackers like to find and exploit bugs in software products such as the computer’s operating systems, Internet browsers and email programs. To protect your computer system from needless downtime, you should review the software patches and updates available at regular intervals to see if you should be downloading and installing the patches.


	(
	Have you updated, with the appropriate security patches, the:

· operating system

· Internet browser

· email programs?


	(


	Remote Connections, Wireless Networks, Bluetooth


	The ability to connect remotely to your office computer via the Internet can be a major advantage for business efficiency. The downside is that if you can access your office computer then so can other people.
Wireless networks (Wi-Fi, 802.11 networks) let computers talk to one another using a radio link similar to cordless phones.

Bluetooth is a wireless technology that enables data connections between electronic devices such as computers, printers, mobile phones, a vehicle’s sound system to allow a “hands free” telephone conversation.


	(
	Have you identified all the remote connections, wireless networks and Bluetooth devices?

	(

	(
	Have appropriate security measures been taken to keep all remote connections, wireless networks and Bluetooth devices secure?

	(

	(
	Do you prohibit staff from or restrict shared drives or folders on your desktop computers?

	(


	Disaster Recovery


	A disaster recovery plan can help minimize the impact on your clients and get your practice up and running again if an unfortunate event (e.g. a flood or fire) should occur.


	(
	Do you have a written continuity plan of what you would need to do in case of a major disaster, such as a fire?

	(

	(
	Do you have at least one copy of client data and application software stored in a secure, off-site location?

	(

	(
	Do you have a current inventory of your computer equipment, software, and critical client files?

	(

	(
	Does your head office (if applicable) provide any disaster recovery assistance?

	(


	Data Backup


	Backing up critical client and practice management data regularly is like an insurance policy. It allows your practice to get up and running quickly after a data loss. While hardware can be replaced and application software reloaded from original media, recovery of data files relies on regular backup procedures.


	(
	Do you or your staff perform regular backups (i.e. daily or weekly) of all data files?

	(

	(
	Do you periodically test restoration of client data files to ensure the backup files work?

	(

	(
	Is at least one copy of the data stored in a secure, off-site location?
(This question is also in the Disaster Recovery section above.)

	(

	(
	Do you periodically review your backup requirements?

	(


	Physical Security


	Ensuring the physical security of your desktop, laptop and server computers is a key step in securing the information stored on them.


	(
	Are your computers located in areas that are not easily accessible to outsiders?

	(

	(
	Do you and your staff take responsibility for locking doors and windows?

	(

	(
	Have you taken steps to make sure that in the event that a computer was stolen the thief would not have access to client files on the hard drive?
 
	(

	(
	Are your network servers physically secure in a separate area?

	(

	(
	Do you have an accurate inventory of all computing equipment and software that is stored off-site?

	(

	(
	Do you have a "clear desk" policy to ensure your staff secure sensitive and confidential files when they are not working on them.


	(


	Confidentiality of Clients’ Data and the Data Protection Act


	All members should have a working knowledge of:
· the section on confidentiality (section 140) of the AAT’s Code of Professional Ethics
· the prevailing Data Protection Act.


	(
	Do you understand your obligation regarding maintaining client confidentiality outlined in the AAT’s Code of Professional Ethics?

	(

	(
	Have you investigated whether or not you need to register with the Information Commissioner under the prevailing Data Protection Act?

	(


	Staff



	In this category of staff you may need to include everyone that you are granting access to your client data and computer systems, for example subcontractors.


	(
	Have you verified the qualification and taken up references for all new staff?


	(

	(
	Do you have a process for issuing usernames and passwords to new members of staff?


	(

	(
	Do new members of staff have appropriate access rights to particular applications, client files and the network?


	(

	(
	Do you deactivate accounts for terminated staff in a timely manner?


	(


	Security Awareness and Training


	The primary goal of a security awareness and training program is to reduce security vulnerabilities through education and promotion of good security practices.


	(
	Do your staff members fully understand their responsibility for computer security?

	(

	(
	Have all copies of software in your practice been properly licensed and registered?

	(


	HMRC


	In relation to filing online tax returns HMRC has provided guidance on “Avoid and report internet scams and phishing”. We would like to highlight the following sentence from that webpage which may be particularly useful.


	(
	You will never get an email, text message or phone call from HMRC which:
· tells you about a tax rebate or penalty

· asks for your personal or payment information

	(


	Payment Card Industry Data Security Standard (PCI DSS)


	PCI DSS is a set of 12 requirements designed to secure and protect customer payment data, as most security breaches could be avoided. 


	(
	If your business takes card payments, do you comply with the requirements of the Payment Card Industry Data Security Standard?

If you have a paper copy of this document you will need to type the following link into your Internet browser

https://www.pcisecuritystandards.org/ 

	(


END
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