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1. Introduction 
 

1.1. The Association of Accounting Technicians (AAT) is pleased to have the opportunity to respond 
to this consultation, published on 4 November 2019. 
 

1.2. AAT welcomes this DCMS consultation and the Government commitment to making the UK the 
best place to start and grow a digital business – which inevitably requires a significant focus on 
the challenges of the digital revolution, especially in relation to cyber security. 

 
1.3. AAT is submitting this response on behalf of its 140,000 members but especially its 4,250 

licensed accountants who provide tax and accountancy services to over 400,000 British SMEs.  
 

1.4. AAT notes that cyber-attacks on big companies frequently make the news, indeed the Call for 
Evidence references British Airways and Marriott International, but very little attention is given to 
the fact hundreds of thousands of SME’s are attacked in the UK every year. 

 
1.5. In 2017, Zurich Financial Services research found that 49% of SMEs will spend less than £1,000 

on cyber security a year, with almost a quarter likely to spend nothing, despite the fact 20% of 
SMEs affected by a cyber-attack said it costs them more than £10,000 to deal with and more 
than 10% said it cost over £50,0001. 

 
1.6. This is indicative of the scale of the problem within the SME community. 

 
1.7. Given many of these micro and small businesses are represented by AAT licensed accountants, 

earlier this month, AAT surveyed its licensed accountants to seek their views on a number of 
cyber security related issues to help inform its response to this consultation. 
 

2. Executive Summary 
 

2.1. AAT licensed accountants believe a combination of factors are responsible for ineffective 
cyber security management.  
Although a lack of understanding was identified as the biggest single issue, almost half of those 
members surveyed indicated it was a lack of understanding, lack of capacity, lack of commercial 
rationale and the complexity involved that combined to act as barriers to effective cyber security 
management. 

 
2.2. The AAT Cyber Security Survey found that 86% of its licensed accountants want AAT to 

provide help, information, advice and guidance on cyber security.   
This is likely to be replicated by other professions and their respective professional bodies, so 
this could provide a helpful route for Government to utilise.  

 
2.3. The information and guidance most wanted by AAT members is how best to identify 

threats.  
However, over a quarter want case studies (27%) and one in five (21%) want information on the 
impact of a cyber incident (reputational damage, financial costs etc). This is all information that is 
readily available, but such demand suggests it may not be sufficiently well distributed or 
signposted. 

 
2.4. The Cyber Security Skills Strategy is welcome but does not go far enough. 

Given the frequently stated Government commitment to making the UK the best place to start 
and grow a digital business, a requirement for all students to have basic digital skills – an 
essential component of which is cyber security - at GCSE grade 4 (grade C) or above, in the 
same way that most employers currently require for GCSE Maths and English would be a 
positive development.  

 
 
 
 

                                                      
1 Zurich Financial Services, August 2017: 
https://www.zurich.co.uk/en/about-us/media-centre/general-insurance-news/2017/as-many-as-875000-uk-smes-suffer-cyber-
security-breach-in-the-last-12-months  

  

https://www.zurich.co.uk/en/about-us/media-centre/general-insurance-news/2017/as-many-as-875000-uk-smes-suffer-cyber-security-breach-in-the-last-12-months
https://www.zurich.co.uk/en/about-us/media-centre/general-insurance-news/2017/as-many-as-875000-uk-smes-suffer-cyber-security-breach-in-the-last-12-months
https://www.zurich.co.uk/en/about-us/media-centre/general-insurance-news/2017/as-many-as-875000-uk-smes-suffer-cyber-security-breach-in-the-last-12-months
https://www.zurich.co.uk/en/about-us/media-centre/general-insurance-news/2017/as-many-as-875000-uk-smes-suffer-cyber-security-breach-in-the-last-12-months
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3. Response to Consultation 
 

Barriers to effective cyber risk management 
 

3.1. The AAT Cyber Security Survey, undertaken in December 2019, revealed that AAT licensed 
accountants believe a lack of capability and/or understanding is the biggest barrier to effective 
cyber security management for businesses (28%). This is not a surprising result given general 
levels of knowledge and understanding across the British economy. 

 
3.2. Perhaps more surprising is that only 1% stated a lack of a strong commercial rationale was the 

main barrier. 
 

3.3. DCMS acknowledges within this Call for Evidence that there has been far less focus on exploring 
and addressing commercial rationales for investment in cyber security and that it is seeking to 
address this as a matter of some urgency. The AAT Cyber Security Survey results suggests 
otherwise i.e. that almost no respondents believe a lack of strong commercial rationale is a 
significant barrier and therefore its importance should not be overestimated. 

 
3.4. Other barriers identified included complexity and the insecurity of the digital environment, which 

accounted for 18%; and a lack of capacity which was identified by 8% as being the key barrier.  
 

3.5. However, the largest response, featuring almost half of respondents (48%) said that it was “all of 
the above” barriers that were responsible for ineffective cyber security management.  

 
Commercial barriers and incentives for investing in effective cyber risk management 
 

3.6. Respondents were asked which information is used by businesses to inform their cyber security 
investment decisions and to list all that apply, mirroring the Call for Evidence question. 

 
3.7. The Zurich Financial Services research referenced in the above introduction, suggests a 

mismatch between the investment made in cyber security compared to the actual threat.  
 

3.8. However, the AAT Cyber Security Survey showed that AAT licensed accountants believe the 
perceived threat level is the biggest determining factor in informing cyber security investment 
decisions. 

 
- perceived threat level (57%) 
- likely impact/harm of cyber security incidents (53%) 
- known vulnerabilities (50%) 
- mitigation activities and associated costs (33%)  

 
Access to the right information for effective cyber risk management 
 

3.9. The AAT Cyber Security Survey asked AAT licensed accountants what help, information and 
guidance they think businesses would find most useful in helping them to better manage cyber 
risks. 

 
3.10. The most popular response was “how best to identify threats” which attracted 34% of the votes. 

Other results were as follows: 
 

- Providing case studies (27%) 
- Information on the impact of a cyber incident (reputational damage, financial costs etc) (21%) 
- Suggested level of adequate investment to protect a small business (15%) 
- Other (3%) 
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Future policy and regulatory interventions 
 

3.11. In relation to the question as to what more could be done by industry to help stimulate investment 
in effective cyber risk management, it is worth noting that AAT has provided its members with 
case studies, articles and various CPD insight to assist in this area. 

 
3.12. In addition, AAT has recently built-in minimum cyber security standards to its practice assurance 

reviews (based on NCSC small business guidance). 
 

3.13. However, there is much more to do and in 2020 AAT will provide additional assistance in this 
area. The need to do so is amply demonstrated by the AAT Cyber Security Survey finding that 
86% of respondents would like to see AAT providing help, information, advice and guidance on 
cyber security compared to only 3% who did not (the rest were “unsure”). 

 
3.14. There is clearly a role for other accountancy bodies to do the same for their members and more 

widely for other professional bodies across sectors.  
 

3.15. Likewise, organisations such as the IoD, FSB and CBI should all be assisting businesses in this 
area, with consistent messaging from Government/NCSC to provide certainty and consistency. 

 
3.16. More broadly, the question of digital skills – including cyber security – is one that needs 

addressing. The Cyber Security Skills Strategy is welcome but does not go far enough. 
 
3.17. Given the frequently stated Government commitment to making the UK the best place to start 

and grow a digital business, a requirement for all students to have basic digital skills at GCSE 
grade 4 (grade C) or above in the same way that most employers currently require for GCSE 
Maths and English, would be a welcome statement of Government intent and of ensuring young 
people, parents and employers appreciate the rapidly increasing importance of digital skills – 
which must include cyber security as a basic component. 

 
3.18. It is also worth highlighting gender issues in relation to digital skills. Women are 

underrepresented in both the uptake of digital qualifications and in digital roles with just 17% of 
people who work in the tech sector and only 10% of students taking computer science at A level 
being female.  

 
3.19. It is therefore perhaps unsurprising that just 20% of cyber security professionals are women. 
 
3.20. Although Cyber Security Challenge UK runs competitions, builds games, organises networking 

events and provides careers advice to try and address this problem2, much more could and 
should be done with the assistance of Government.  

 
3.21. Similarly, there does not appear to be sufficient high-quality adult education or lifelong learning 

relating to digital skills. The Learning & Work Institute estimate that 12.6m adults lack the digital 
skills which are essential for full participation in 21st century society: for work, for life and for 
learning3. Against this backdrop it is understandable that many lack the necessary skills to 
manage cyber security risks.  

 
3.22. One way to help address this would be for the UK to join the two thirds of OECD nations who 

allow self-funded work-related training to be deducted from taxable income. This is something 
that HM Treasury consulted on in 2018 but abandoned shortly thereafter. This is certainly an area 
worth revisiting if the Government is serious about upskilling the existing workforce to meet 
digital, cyber security and the many other challenges of the 21st Century. 

 
 

                                                      
2 Cyber Security Challenge UK: 
https://www.cybersecuritychallenge.org.uk/resources/careers/women-in-cyber  
3 The Learning & Work Institute: 
www.learningandwork.org.uk/our-work/life-and-society/digital-skills/  

https://www.cybersecuritychallenge.org.uk/resources/careers/women-in-cyber
https://www.cybersecuritychallenge.org.uk/resources/careers/women-in-cyber
http://www.learningandwork.org.uk/our-work/life-and-society/digital-skills/
http://www.learningandwork.org.uk/our-work/life-and-society/digital-skills/
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4. About AAT 
 

4.1. AAT is a professional accountancy body with approximately 140,000 members. 
 
4.2. This includes 4,250 licensed accountants who provide accountancy and taxation services to over 

400,000 British businesses.  
 
4.3. AAT is a registered charity whose objectives are to advance public education and promote the 

study of the practice, theory and techniques of accountancy and the prevention of crime and 
promotion of the sound administration of the law. 

 
 

5. Further information 
 

5.1. If you have any queries, require any further information or would like to discuss any of the above 
points in more detail, please contact Phil Hall, AAT Head of Public Affairs & Public Policy: 

 
5.2. E-mail: phil.hall@aat.org.uk  Telephone: 07392 310264  Twitter: @PhilHallAAT 
 
5.3. Association of Accounting Technicians, 140 Aldersgate Street, London, EC1A 4HY   
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