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1. Introduction 
 

1.1. The Association of Accounting Technicians (AAT) is pleased to have the opportunity to respond 
to Public consultation on FATF draft guidance on digital identity, published on 4 November 2019. 

 
1.2. AAT is submitting this response on behalf of our membership and for the wider public benefit of 

achieving sound and effective administration of taxes. 
 

1.3. The comments particularly reflect the potential impact that the proposed changes would have on 
SMEs and micro-entities, many of which employ AAT members or would be represented by 
AAT’s 4,250 licensed accountants. 

 
2. Executive summary  

 
2.1. The Association of Accounting Technicians (AAT) strongly supports the need for the use 

of digital identity and electronic verification in the client onboarding process and its ability 
to help support combat money laundering and terrorist financing.   
 
AAT recognises the growing importance of the use of digital identity and electronic verification in 
the client onboarding process. AAT acknowledges that with the transposition of the 5th Money 
laundering directive (5MLD) set to come into force in January 2020, greater emphasises will be 
placed on regulated entities to use electronic verification during the client due diligence process. 

 
3. AAT response to the consultation paper  

 
3.1. The following paragraphs set out AAT’s response to the proposals outlined in the consultation 

paper. We have only listed those questions where AAT has a comment to make. 
 
Are there any specific money laundering / terrorist financing risks, that arise from the use 
of digital identity systems for CDD, other than those already mentioned in Section IV of 
the guidance? If so, how can they be addressed and by whom? Are there specific 
opportunities for combatting money laundering / terrorist financing that are not already 
mentioned in the guidance? 

 
3.2. AAT understands whilst there may be many obvious advantages to digital identification such as 

enhancing regulatory adherence in the form of client due diligence (CDD), there any many 
potential perceived weaknesses that arise from the use of digital identity systems. 

 
3.3. The integrity of a client's records is a major concern. it must be acknowledged that the concept of 

a Digital ID which can be used without further verification to conduct business with other actors 
can be risky, as any error made in the original identification process (when the Digital ID or the 
single attribute is generated) would spread out across the system and be repeated. 

 
3.4.  If a regulated entity onboards a client based on erroneous information and either becomes the 

victim of fraud or is fined because this identity is used to launder money through its systems, the 
institution will want to know how it can reclaim the losses it is not responsible for. This discussion 
needs to be held both within the private sector and between the private and public sectors to find 
an adequate solution that balances the need to uphold civil liability standards against the risk of 
making the Digital ID solution obsolete. 

 
3.5. In the same way, it must be made clear to what extent a firm can be held responsible by its AML 

supervisor if it relied on the information in a digital ID which turns out to be wrong. This can either 
be because the obliged entity’s record showed false information, which in most cases is 
considered a breach of requirements and needs to be rectified, or it could mean that the wrong 
information led to the wrong application of follow-up processes and missing suspicion that would 
have been raised, e.g. because a client was not correctly risk-rated, and the transactions were 
not flagged as suspicious. This could be solved by looking at current AML frameworks for a third-
party identification. 
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3.6. AAT considers that regulators and supervisors will need to work towards clarifying the liabilities 

between the various actors involved in using digital IDs. While digital IDs could present strong 
benefits to reducing financial crime, some risks need to be addressed. 

 
What is the role of digital ID systems in ongoing due diligence or transaction monitoring? 

 
3.7. AAT is of the view that digital ID systems that meet high technology, organisational and 

governance standards hold great promise supporting ongoing due diligence and scrutiny of 
transactions throughout the business relationship. A Digital ID, as a set of digital attributes 
uniquely linked to a person, has the potential to be a building block in an effective information 
sharing. 
 

3.8. A current practical concern for regulated entities in the application of AML rules is the significant 
resources needed to keep client information up to date with the obligation of ongoing due 
diligence. Experience shows that relying solely on the client to keep track of all entities that would 
need to be notified of an information change does not always work. 
 

3.9. Digital ID systems can help ease such a laborious process with the implementation of a real-time 
updating mechanism. If an attribute of a client which is part of the client’s digital ID dataset 
changes, this information is already digitally available and can be transmitted immediately to the 
reporting entities using the dataset. It would also relieve some resource strains on institutions, 
thus allowing their staff to focus on more complex matters. 
 

3.10. It is AAT’s opinion that leveraging technology could help regulated entities comply with their 
obligations of "ongoing due diligence" and make them more dynamic in their risk management. If 
the risk of a client increases, firms could react accordingly. 

 
How can digital ID systems with different assurance levels for identity proofing/enrolment 

and/or authentication be used to implement tiered CDD, allowing clients a range of 

account functionalities depending on the extent of CDD performed, and particularly in 

situations of lower risk? Please provide any practical examples. 

 
3.11. Unlike current practices, digital IDs with various levels of assurance do not rely on a fixed set of 

conditions that determine the outcome, but prioritise a risk-based approach. 
 

3.12. AAT notes that where current guidance often requires a specific document (e.g. a passport) to 
confirm the identity of a person as a stringent rule, a process built around levels of assurance 
would be more flexible. The concept of Levels of Assurance (LOA), takes a graduated approach 
to security and matches the LOA needed for the specific class of service to be provided. 
Understanding the levels of assurance of each component of the digital ID system can help 
regulated entities take a more nuanced risk-based approach to CDD when relying on digital ID. 
 

3.13. Digital ID presents different CDD approaches that can be implemented to facilitate financial 
inclusion and remove obstacles linked to the verification of a client's identity, either a broad 
understanding of the reliable and independent source of information or simplified due diligence 
measures. Under a tiered CDD approach, formally excluded individuals would be provided an 
account with built-in AML risk mitigants. 

 
3.14. For example, when the money laundering risks of on-boarding a given potential client are lower, 

because of the individual's risk profile, a digital ID system with a lower assurance level for identity 
proofing may be appropriate. Similarly, when the illicit financing risks associated with 
unauthorised account access are higher, but a client with a low risk, a digital ID system with a 
lower assurance level for identity proofing at onboarding but greater reliability for its 
authentication processes may be used. In this situation, regulated entities may have a lower level 
of assurance about who their client is but will have a higher assurance that the account is only 
being accessed by the person who was identified. 

 
3.15. Prioritising the level of assurance enables a separate treatment of identity attributes and client 

due-diligence information. Such an attribute-driven concept would be a departure from current 
practices but allows to focus efforts on the risk-assessment and less on document collection 
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Does the use of digital ID systems for CDD raise distinct issues for implementing the 
FATF record-keeping requirements? 

 
3.16. As a practical matter, digital ID systems may present distinctive issues concerning how required 

CDD information is kept by third-party providers and accessed to enable regulated entities to 
comply with FATF Recommendation record-keeping requirements. 

 
3.17. Approaches to record-keeping in the digital ID context will vary with the different digital identity 

systems, the types, and responsibilities of its providers. Where regulated entities use digital ID 
systems provided by non-government providers, the third party must be a regulated entity subject 
to CDD requirements in line with FATF Recommendation and regulated and supervised or 
monitored for compliance. 

 
3.18. The challenge for compliance teams will be to ensure that they have the right controls and 

processes in place to collect, store and make client account data available, timely and on 
demand in accordance with FATF record-keeping requirements.  

 
What are the challenges in meeting record-keeping requirements when you use digital ID 
systems for CDD?  

 
3.19. Given that the digital ID concept is a compilation of a person’s most personal information, the 

process through which it is generated, stored and potentially transferred needs to be as 
transparent as possible. 

 
3.20. One of the key considerations is the retention of the underlying identity evidence obtained by the 

digital ID service provider and other entities. Challenges remain around the privacy and data 
protection issues, including ethical concerns, that are inherent in the collection of personal and 
biometric information. Where regulated entities use third party digital ID systems the underlying 
identity evidence may be retained in whole, or part, by the digital ID service provider. 

 
3.21. The centralised nature of sensitive data storage also exacerbates the cybersecurity concerns and 

privacy risks associated with digital IDs. There needs to be careful consideration of relevant risk 
factors and implementation of appropriate technology-based safeguards, and effective 
governance and accountability measures to address them, criminals, money launderers, 
terrorists, and other bad actors may abuse digital ID systems to create false identities or exploit 
authenticators linked to a legitimate identity. 

 
3.22. AAT acknowledges there will be the need to establish certain mechanisms to ensure that consent 

from individuals is obtained which covers the basis on what data will be collected, maintained, 
used and disclosed. 
 
If you keep different records when using digital ID systems for onboarding, does this 
impact other anti-money laundering and counter-terrorist financing measures (for example 
ongoing due diligence or transaction monitoring)? 

 
3.23. AAT recognises that information sharing between the public and private sectors plays a vital role 

in fighting money laundering and counter-terrorist financing measures. The introduction of the 5th 
Money laundering directive (5MLD) creates greater emphasis on the use of electronic data 
retrieval systems, to facilitate easier and quicker access of information by permitted authorities, 
and therefore improved detection rates. Consequently, the migration from traditional physical 
identification and verification methods to digital identity should not be underestimated in its ability 
to aid anti-money laundering investigations. 

 
3.24. Regulated entities should seek utilise digital identity proofing processes to support money 

laundering and counter-terrorist financing measures and ongoing due-diligence and transaction 
monitoring. Under 5MLD, Financial Intelligence Units (FIUs) will have the authority 
to obtain information relating suspicious activity even if a Suspicious Activity Report (SAR) has 
not been filed. As a result, regulated entities could use safeguards built into digital ID systems to 
prevent fraud to feed into systems to conduct ongoing due diligence on the business relationship 
and to monitor, detect and report suspicious transactions to authorities. 

 
3.25. It is AAT’s view that for this to be achieved regulated entities, regulators and 

policymakers, and digital ID service providers, will need to engage and explore how this can be 
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efficiently and effectively accomplished in a digital ID environment whilst protecting the privacy of 
those data they hold. 

 
4. About AAT 
 

4.1. AAT is a professional accountancy body with approximately 50,000 full and fellow members and 
over 90,000 student and affiliate members worldwide. Of the full and fellow members, there are 
more than 4,250 licensed accountants who provide accountancy and taxation services to over 
400,000 British businesses.  
 

4.2. AAT is a registered charity whose objectives are to advance public education and promote the 
study of the practice, theory and techniques of accountancy and the prevention of crime and 
promotion of the sound administration of the law. 

 
5. Further information 
 

5.1. If you have any queries, require any further information or would like to discuss any of the above 
points in more detail, please contact Adam Williamson, AAT Head of Professional Standards: 
 

5.2. E-mail: adam.williamson@aat.org.uk  Telephone: 020 7367 1360  
 

5.3. Association of Accounting Technicians, 140 Aldersgate Street, London, EC1A 4HY   
            
 
 
 
 

            
                  
                                                           

                                                            
    
 
 

                                                                                   


